ECRMC
Cerner Access




To access Cerner, you'll need to first complete the Duo setup and install
Citrix Workspace on your computer (if you haven't already). Once those
are done, simply follow the final steps to access ECRMC Cerner using
the blue link below.

2.- Citrix
1.-DUO Workspace
Click here for Duo Click here for Citrix
setup instructions Workspace setup @

instructions




ECRMC Cerner Access Procedure

Go to www.ecrmc.org

and select “About Us” then “For Providers”

age =  760-482-5000 : Q
B  760-339-7100 How can we help yous
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Find a Doctor Medical Services For Patients For Visitors Community Access MyECRMC Patient Portal

Board Agendas & Meeting California SARS-CoV-2 Careers ECRMC & UC San Diego Health
Archives 9 Pandemic Crisis Care ' Clinical Affiliation

/ Guidelines
For Providers Mission, Vision & Values Our 340B Story Our Leadership Team

Our Survey Quality UCSD & ECRMC Management Contact Us
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Medical Center
Here for You



https://www.ecrmc.org/

ECRMC Cerner Access Procedure

a  750-339-7100

Find a Doctor Medical Services For Patients For Visitors Community About Us Access MyECRMC Patient Porta

About Us

BOARD AGENDAS & MEETING
ARCHIVES

CALIFORNIA SARS-COV=-2
PANDEMIC CRISIS CARE GUIDELINES

CAREERS

ECRMC & UC SAN DIEGO HEALTH
CLINICAL AFFILIATION

FOR PROVIDERS

Scroll down until you see the

OUR 340B STORY

UCSD Cerner Access" link,

OUR SURVEY

hen click on It.

UCSD & ECRMC MANAGEMENT
AGREEMENT

CONTACT US

For Providers

Medical Staff Services

n fulfillin

About Us Careers

Classes & Events Contact Us



ECRMC Cerner Access Procedure

Enter your Credentials (make sure the Domain is “CERN_COMF”

**Note: your username could start with drxxxx, vnxxxx or doxxxx

Change Password

User name:
If this is your fir§t time accessing Old Password ;
ECRMC Cerner, you'll be prompted to N

set up a new password first.

Confirm Password :




ECRMC Cerner Access Procedure

DUO Passcode

Select 'Duo Push' as the authentication method, and enter
the passcode generated by your Duo Mobile app.

Method: Duo Push




ECRMC Cerner Access Procedure

At this point, you should be able to see all the ECRMC Cerner applications.
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AppBar PROD Batch Manager Bedrock PROD Cerner Session Cleanup Citrix SSPR Enrollment Desktop Launcher FirstMet FROD iCommand PROD Issue Collector PROD Kofax Validation
Report PROD
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Maintenance PROD PROD Utility PROD
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Once you open the desired application, Downloads

B CitrixWorkspaceApp (1).exe

your browser will download a .ica file. After Q Ooin it ef—

WEE3RmFybS5Qb3dIckMNaYXJOIFBSTOQ-.ica

the download completes, click "Open" to Open il

WEE3RmFybS5GaX)zdESIHCBQUKIE.ica

launch the application. Boanitls

See more




Click here to return to the main page or
continue with the Duo setup steps



ECRMC DUO Setup Procedure
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Cerner Duo Enrollment Steps

Hello,

Your organization is now rolling out Duo Security, a friendly and secure way for |t a” Sta I’tS W|th an email frOm the ECRM C

you to log into your applications. Your administrator has invited you to set up your

account for Duo so you can start logging in. Duo Administrator. Cl iIck the URL

To begin, click this link to enroll a phone, tablet, or other device: / provided in the message tO beg | N the

https://ap1-66cae41b.duosecurity.com/frame/portal/v4/enroll?
code=9703a5730666653a&akey=DAP7470BCKIMOWJIL TOU9 setup process.

Duo Security is a two-factor authentication service that strives to be easy to use
and secure. To learn more about Duo authentication, visit the guide here:

ttps://euide.duo.com/enrollment




ECRMC DUO Setup Procedure

What type of phoné€

)

Cerner iPhone

What is this? C3 Anale 4.- Select the type of phone

1.- Click on Start setup Need help? Windows Phone
Other (and cell phones)

Protect Your CommunityWorks Doma
F Account

Cerner

™

What type of device are you adding? Install Duo Mobile for Android

Cerner @ Mobile phone

Tablet (iPad, Nexus 7, etc.)

1. Launch the Google Play Store app

2. Tap "Install” to install the app.

Landline

Security Key (YubiKey, Feitian, etc.) 2 .- Select Mobile Phone

Touch ID

5.- in this step you will need to
download the Duo app in your phone

Activate Duo Mobile for Android

(=] 55 ]

Fo
Eihﬁ.%i e 6.- Once the app is downloaded in your

Enter your phone number

Cern_er

3.- Enter Phone Number & phone open it up and select scan QR

[=] 24

| code, and scan the QR code provided.




ECRMC DUO Set up Procedure

7 .- Click on Finish Enrollment

Wait for Confirmation that Enrollment
has been completed successfully




Duo setup is now complete. Click here to
return to the main page or continue with the
Citrix Workspace setup steps



DOWNLOAD & INSTALL CITRIX
Workspace

1.- Download the Citrix Workspace installer

&)

Windows: Click Here Apple MacBook: Click Here



https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://www.citrix.com/downloads/workspace-app/mac/workspace-app-for-mac-latest.html

ECRMC Citrix Workspace Setup Procedure

p Citrix Workspace

Solutions Platform Resources Support Partners

Preparing your device for workspace
installation...

Windows -Current ase | Citrix Workspace app 2503.10 for Windows

Citrix Workspace app 2503.10 for Windows
Citrix Workspace app v Release Date: Jul 7, 2025 In":talllng prereql‘“SItes'"

1.- Click download file 4 - Installation will start

Compatible with Windows 11, 10 as well as Windows Server 2022, 2019.

Citrix Workspace app 2503.10 for Windows

Jul 7,2025 /
419MB-(exe)  (EEDEELIEEL T

Version:25.3.10.69(2503.10)

[ Cancel

Checksums
SHA-256 - TdBO1E2del 1672271 TI079216653d723152b419ab8 1a46697abad 144dbe28

CITRIX LICENSE AGREEMENT

Use of this compoenent is subject to the Citrix license or terms of service covering
the Citrix product(s) and/or service(s) with which you will be using this
component. This component is licensed for use only with such Ciirix product(s)

End-User License Agreement

and/or service(s).
Please read the statement below and accept the terms of use to proceed: CTX code EP. T_A10352779 5 - Checkmark “I agree,, and Click
2.- Accept the End User Agreement ]
View End-user License Agreement (EULA) =2 | agree Continue

Do you accept all the terms of the preceding statement?

1

Continue ( cancel )

How|" For E—‘ G Welc‘ Citrix « X B

v @l @ welcome to Citrix Workspace app

Downloads
Citrix Workspace app gives you

secure and unified access to all your

apps and desktops with the 3 i
convenience and freedom you need 6 == CI |Ck Contl nue
to get your work done.

3.- Once Installer is Downloaded Open it

CitrixWorkspaceApp (1).exe

Open file

WEE3RmFybS5Qb3dIckNoYXJOIFBSTOQ-.ica

Open file

WEE3RmFybS5GaX)zdESIdCBQUKIE.Ica

Open file

Continue { Cance’



ECRMC Citrix Workspace Setup Procedure

workspace

«workspace

Add-on(s) Installation successful

You're all set! Citrix Workspace installation is now complete.

Citrix plugins and services (0/2)
() start App Protection after installation @©
We've made some changes. You would need to restart your system to
() Enable Single Sign-on ® . continue using Citrix Workspace.
7.- Click Install 9.- Reboot your computer.
Third party plugins (0/3)

() Install Microsoft Teams VDI Plugin - @

~—

«vorkspace
Installing Citrix Workspace app... «J Anonline application is attempting to
"~ access information on a device attached to

your computer.

10.- if you see this message, check the
box for “Do not ask me again,” then click
— Block access « : "

Permit Use.

= Permit use -i——

l Permit the application to use these devices.

Do not ask me again for this site.

8.- Wait for the installation to complete.

Secure access to everything you need to get work done.




You’ve completed the Citrix Workspace setup.
Click here to return to the main page, or simply
close your browser




